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$EVWUDFW
'XH WR WKH VHOI FRQILJXULQJ DQG LQIUDVWUXFWXUH OHVV QDWXUH RI 0$1(70RELOH $GKRF 1HWZRUN RSWLPL]DWLRQ FUXQFKHV
4264XDOLW\RI6HUYLFHFRQWHQWLRQDQGVHFXULW\EUHDFKHVWHQGWRRFFXU6RWRULYHWVHFXULW\RIWKHPRELOHDGKRFQHWZRUNVWKH










$ QHWZRUN FRQVWUXFWHG YLJRURXVO\ IURP VFUDWFK PDQLSXODWLQJ ZLUHOHVV FRQQHFWLRQV DQG KDYLQJ PRELOH QRGHV
GHYHORSHGIRUPLOLWDU\ODZHQIRUFHPHQWUHVFXHRSHUDWLRQVDQGSHUVRQDODUHDQHWZRUNLQJLVUHIHUUHGDVPRELOHDG
KRF QHWZRUN 'XH WR WKHLU G\QDPLF QDWXUH WKHVH QHWZRUNV VXIIHU IURP YDULRXV VHFXULW\ EUHDFKHV XQDXWKRUL]HG
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1.1. Biometric approach 
%LRPHWULFV LV WKH HYDOXDWLRQ DQGHPSOR\PHQW RI H[FOXVLYH HLWKHU WKH  VWURQJ IHDWXUHV KDYLQJKLJKGLVWLQFWLYH
FRQWHQWDQGJUHDWH[WHQWRIVWDELOLW\OLNHILQJHUSULQWV'1$LULVUHWLQDHWFRUZHDNIHDWXUHVFKDQJHVJUDGXDOO\GXH
WRORZGLVWLQFWLYHFRQWHQWOLNHIDFHKDQGJHRPHWU\NH\VWURNHG\QDPLFVHWFRIKXPDQEHLQJVIRUFDWHJRUL]DWLRQ
7KH PRVWFODPDQW WDVNGHDOW LQ WKLVSDSHU LV WKHHYROYHPHQWRIDGLVMXQFWXUHSURFHVVVSHFLI\LQJDVWURQJVHFXULW\
ELRPHWULFV\VWHPSURYLGLQJDPHFKDQL]HGSHUFHSWLRQRILULVWUDLWVRILQGLYLGXDOV)LJDGHSLFWVDQDQQXODUFLUFXODU
ILVVXUHSXSLOVFOHUDDORQJZLWKWKHKHDGPRVWSHUVSHFWLYHRIDQQXODUFRPSRQHQWUHIHUUHGDVLULV7KHPRVWDVVXULQJ
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x $SRVVLEOHVROXWLRQLQ*$LVUHSUHVHQWHGE\HDFKLQGLYLGXDODQGGHSHQGLQJRQWKHILWQHVVYDOXHVHOHFWLRQRI



































$V GLVFXVVHG DERYH LQ WKLV SDSHU RSWLPL]DWLRQ RI WKH426 UHVXOWV RI0$1(7 LV SHUIRUPHG E\*$ DSSOLFDWLRQ
6LQFHWKHGHVLJQLQJRID426URXWLQJSURWRFROLVWKHPRVWFKDOOHQJLQJLVVXHLQ0$1(7*$LVXWLOLVHGIRUWKHVHOHFWLRQ
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,ULV3HUFHSWLRQ$OJRULWKP,3$
$FWLYH VHFXULW\ PHDVXUHV LQ 0$1(7 UHTXLUH RSHUDWLRQ RQ EDWWHU\ WKHUHIRUH ORZ SRZHU SURFHVVLQJ
UHVRXUFHVEDWWHU\ &38 5$0PDNHV VHFXULW\ PHDVXUH LPSOHPHQWDWLRQPXFKPRUH GLIILFXOW $W WKH VDPH WLPH
OLPLWHGRSHUDWLQJSRZHU UHTXLUHV DFWLYH VHFXULW\PHDVXUHV DVGHHSSDFNHW LQVSHFWLRQ HVVHQWLDOO\ LV LPSRVVLEOH ,Q
DQ\0$1(7QHWZRUNPDOLFLRXV QRGHV FDQ VLPSO\'26 GHQLDO RI VHUYLFH DQRWKHU QRGHZLWK SDFNHWV LW KDV WR
UHVSRQGWR+DFNHUFDQVSDPWKHQHWZRUNZLWKERJXVDQGEDGGLJHVWV*RRGQRGHVVSHQGPRVWSURFHVVLQJSRZHUWR
YHULI\ WKDW WKH PHVVDJH LV IUDXG RU QRW VR VRPH NLQG RI HQKDQFHG VHFXULW\ LV UHTXLUHG WR RYHUFRPH WKH DERYH





IXQFWLRQ UHIHUUHG DVZDYHOHW LV FRQVWUXHGE\$GGLVRQ IRU GLVVHFWLQJ DJLYHQ FRQWLQXRXV±WLPH VLJQDO IXQFWLRQ LQWR
YDU\LQJIUHTXHQF\FRPSRQHQWVDQGWKHQWRFRQVLGHUHDFKFRPSRQHQWE\DUHVROXWLRQDIILUPLQJLWVVFDOH
'DXJPDQQ DQG:LOGH VWXGLHV IRU SHUIRUPLQJ LULV GLVMXQFWLRQ DQG ORFDOL]DWLRQ DUH FRQVLGHUHG YHU\
LPSRUWDQW LQ WKH ILHOG RI LULV SHUFHSWLRQ DOJRULWKP DFKLHYLQJ)$5IDOVH DFFHSWDQFH UDWHRI  LQ IRXUPLOOLRQ DQG















)LJ VSHFLILHV LULV SHUFHSWLRQ DOJRULWKP WKDW XQGHUJRHV YDULRXV VWDJHV OLNH LULV GLVMXQFWXUH QRUPDOL]DWLRQ











SHUIRUPHGE\ VXEMHFWLQJ WKH LULV LPDJH WR WKHQRUPDOL]DWLRQSURFHVV WKDW WUDQVIRUPV WKHHOLFLWHG LULV UHJLRQ LQWRD
UHFWDQJXODUVHFWLRQZKLFKRYHUFRPHVYDULRXVLPDJHGLVFUHSDQFLHVDVLWKDVDSHUSHWXDOH[WHQVLW\)LJDLOOXVWUDWHV
WKHDSSOLFDWLRQRI+RXJK WUDQVIRUP LQ LPDJHGLVMXQFWXUHSURFHVVDQG)LJE VKRZVKRZ WKHZDYHOHW WRROER[RI
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VDPH LULV ZLOO KDYH D +DPPLQJ GLVWDQFH RI  LQ FRQYHQWLRQDO PHWKRGV WKLV ZLOO QRW RFFXU 7KH YDOXH RI D
FRUUHODWLRQ FRHIILFLHQW UDQJHV EHWZHHQ  DQG 7KH JUHDWHU WKH DEVROXWH YDOXH RI D FRUUHODWLRQ FRHIILFLHQW WKH
VWURQJHU WKHOLQHDUUHODWLRQVKLS 7KH VWURQJHVW OLQHDU UHODWLRQVKLS LV LQGLFDWHG E\ D FRUUHODWLRQ FRHIILFLHQW RI  RU
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2SWLPL]HG*HQHWLF6WRZHG$SSURDFK2*6$
6HFXULW\ZKLFKLVRQHRIWKHPRVWFKDOOHQJLQJDQGFULWLFDOIDFWRUIRUPRELOHDGKRFQHWZRUNVLVJXDUDQWHHGE\WKH




VRXUFH6 WR WKH GHVWLQDWLRQ' IURP D VHW RI URXWHV KDYLQJ FRUUHVSRQGLQJ FRQQHFWLYLW\ TXDOLWLHV 7KLV VFKHPH
HPSOR\V *$ DV D VHOHFWLQJ WRRO IRU ILWWHVW URXWH DQG KHQFHIRUWK RSWLPL]H YDULRXV 426 SHUIRUPDQFH IDFWRUV RI
0$1(7QDPHO\DYHUDJHSDFNHWGHOLYHU\UDWLRDYHUDJHSDFNHWGURSUDWHDYHUDJHHQGWRHQGGHOD\DQGDYHUDJHKRS












































 LULV LPDJHVEHORQJLQJ WR WKH VDPH LQGLYLGXDO IURPGLIIHUHQWYLHZV$Q LPDJH LV VHOHFWHG IURP WKHGDWDEDVH WKDW





,3$6LQFH LULV WHPSODWHV DUH EHLQJ GHDOW WKHUHIRUH WKH SHUIRUPDQFH DQDO\VLV FDQQRW EH FRPSOHWHG ZLWKRXW
SHUIRUPLQJ VHQVLWLYLW\ DQG VSHFLILFLW\ FODVVLILFDWLRQ WHVWV7KH SURSRXQG VFKHPH DQDO\]HV DFWXDO  SRVLWLYHV  7UXH
SRVLWLYHUDWH735RUWKHUHFDOOUDWHUHIHUUHGDVVHQVLWLYLW\3RVLWLYH ,GHQWLILHGDQG1HJDWLYH 5HMHFWHG3UHFLVLRQ 
7373 )3ZKHUH 73 7UXH SRVLWLYH DQG )3 )DOVH 3RVLWLYH ,ULV WHPSODWHPDWFKHVZLWK FODVV  JHQHUDWLQJ
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PLQLPXP +'  DQG PD[LPXP FRUUHODWLRQ  ZKHQ HYDOXDWHG WKURXJK ,3$ DQG SURYLGHG IROORZLQJ UHVXOWV IRU
VHQVLWLYLW\ DQG VSHFLILFLW\ WHVWV 735 )35  )15  3UHFLVLRQ  715 
$FFXUDF\ 5HFDOO )0HDVXUH ZKHUH)35 )DOVHSRVLWLYH UDWH)15 )DOVHQHJDWLYH UDWHDQG
715 7UXH QHJDWLYH UDWH 7KHVH UHVXOWV ZKHQ FRPSDUHG ZLWK WKH FRQYHQWLRQDO LULV EDVHG DSSURDFKHV DUH TXLWH
IUXLWIXO DQG MXVWLILHV VXFFHVVIXO SHUIRUPDQFH DQDO\VLV RI WKH ,3$ 7KH SURSRXQG DSSOLFDWLRQ RI ,3$ IRU VHFXULQJ
0$1(7WXUQVRXWWREHQRWRQO\QRYHOEXWDOVRTXLWHGHPDQGLQJUHVHDUFKVWXG\ZKLFKKDVQRWEHHQXWLOL]HGVRIDU
6LPLODUO\WKH2SWLPL]HG*HQHWLF6WRZHG$SSURDFK2*6$LVDOVRHYDOXDWHGWKURXJK0$7/$%VLPXODWRUDQG
ZKHQ FRPSDUHG ZLWK WKH FRQYHQWLRQDO DSSURDFK IRU PDLQWDLQLQJ 426 LQ 0$1(7 UHVXOWHG LQ PXFK HQKDQFHG
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QHWZRUNZLGWK   PHWHUV WRWDO QXPEHU RI QRGHV   PD[ QRGHV W[ UDQJH   PHWHUVPLQ QRGHV W[ UDQJH  
PHWHUVPD[ QRGHV VSHHG  PHWHUVVHF PLQ QRGHV VSHHG  PHWHUVVHFPD[ QRGHV GDWD UDWH   PESVPLQ











DOJRULWKP DQG2SWLPL]HG JHQHWLF VWRZHG DSSURDFK WR SURWUDFW QRW RQO\ VHFXULW\ LQ0$1(7EXW DOVR WR RSWLPL]H
426UHVXOWV7KLVUHVHDUFKSDSHUEULQJVLQWRDFFRXQWDQRYHODSSURDFKWKDWFRPSULVHVRIVHFXULW\DVZHOODV426
PHWKRGRORJ\UHTXLUHGLQ0$1(7ZKLFKDUHGHDOWLQGLYLGXDOO\LQFRQYHQWLRQDODSSURDFKHV6($'6$2'9HWFWKDW
WR ZLWK QXPEHU RI OLPLWDWLRQV 6HYHUDO SHUIRUPDQFH IDFWRUV QDPHO\ KDPPLQJ FRGH FRUUHODWLRQ FRHIILFLHQW
VHQVLWLYLW\ DQDO\VLV IRU ,3$ DQG YDULRXV 426 SDUDPHWHUV DYHUDJH SDFNHW GURS DYHUDJH SDFNHW GHOLYHU\ UDWLR
DYHUDJHHQGWRHQGGHOD\DYHUDJHKRSFRXQWIRU2*6$SURYLGHVVXFFHVVIXODQGHQKDQFHGUHVXOWVKHQFHLQFUHDVLQJ
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